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ABSTRACT: Organizations sketchy to enjoy the benefits of cloud computing are having the option to use the 
services and resources from a public cloud or to make their own private cloud infrastructure. Public clouds 
are using proprietary cloud software and security is usually maintained by issuing organizations. However, 
many organization and users of the cloud technology still do not trust the cloud entirely for their sensitive 
data storage, mainly due to the lack of transparency in the security of data sharing in the cloud.  There are 
many security risks involved that may compromise the data stored in cloud applications, the data stored on 
cloud the third party who can do anything to our data like change it, corrupt it, delete it, and give access to 
others. So, the data security on the cloud based application becomes a major issue. This paper mainly 
focuses on security vulnerabilities and issues in confidentiality and privacy over client data storage. 
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I. INTRODUCTION 

In the modern world, data storing in cloud space 
becomes essential rather than physical device, with the 
assistance of cloud computing, we are able to work 
simply and effectively. Now we have a tendency to store 
various information within the cloud server and may 
facilitate remote area's individuals by storing their vital 
data is stored in the cloud [8]. People get to deal with 
thousands of megabytes of data every day because of 
the activities in their professional or personal life. All this 
data needs a lot of storage space along with 
consistency in its availability round the clock across 
various devices that the users commonly use and 
connect to get their work done. However, the physical 
storage space has a limitation because of the cost 
involved and a few other factors like the device type or 
the technology they use to function. Many companies 
have come up with a new, fast, and low-cost technology 
to overcome the challenges regarding storage and 
availability issues of data for the users which is 
commonly known as Cloud Computing to the world [1] in 
particular situation, it might be required or at least 
possible for a person to store data on remote cloud 
servers. These give the following three sensitive states 
or scenarios that are of particular concern within the 
operational context of cloud   computing [5]: 
1. The transmission of non-public sensitive data to the 
cloud server, 
2. The transmission of information from the cloud server 
to client's computer systems and 
3. The storage of clients’ non-public data in cloud 
servers which are remote server no longer owned by the 
purchasers. 
All the over three state of affairs of cloud computing are 
severely prone to protection breach that makes the 
research and investigation within the safety factors of 
cloud computing practice an fundamental one, when 
user add their data files onto the cloud, they are leaving 
the information in a location where is out of their control 

[2]. Typical cloud risks cover information abuse, 
malicious insiders, insecure interface and APIs, shared 
technology issues, data loss or leakage, account or 
service hijacking, and unknown threat profile [3]. 
[I] Security issues faced by customers 
Cloud providers organizations provide software, 
platform or infrastructure as a service. Security issues 
faced by their customers, the provider must ensure that 
data and applications are protected. 
Customer must ensure that provider has taken security 
measures to protect their information. 
[II] Traditional data storage VS Cloud data storage 
Traditional data centers consist of various pieces of 
hardware, such as a desktop computer, which are 
connected to a network via a remote server. This server 
is typically installed on the premises, and provides all 
employees using the hardware, access to the 
business’s stored data and applications. 
Organizations with this IT model must purchase 
additional hardware and overhauls in order to scale up 
their data storage and services to support more users. 
Mandatory software upgrades are also required with 
traditional IT infrastructure to ensure safe systems are in 
place to in case a hardware failure occurs. For many 
businesses with IT data centers, an in-house IT 
department is needed to install and maintain the 
hardware. On the opposite hand, a standard IT 
infrastructure one among the foremost secure 
information hosting solutions and permits you to take 
care of full management of your company’s Applications 
and data on the local server. As the next generation, 
Cloud Computing has versional architecture of IT 
Enterprise. In distinction to traditional solutions the IT 
offerings are below physical, logical and personnel 
controls. Current cloud provider is provided accesses to 
net browser or host deploy utility directly [15]. They are 
a customized, dedicated system ideal for organizations 
that need to run many different types of applications.  
Cloud computing is far more abstract as a virtual hosting 
solution, rather than being accessible via physical 
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hardware, all servers, software and networks are hosted 
in the cloud, off premises. It’s a real-time virtual 
environment hosted between several different servers at 
the same time rather than investing money into 
purchasing physical servers in-house, you can rent the 
data storage space from cloud computing providers on a 
more cost effective pay-per-use basis. 
Cloud computing is an extrinsic form of data storage 
and software distribution, which can influence it to 
appear to be less secure than local data hosting. 
Anybody with access to the server can view and use the 
stored data and applications in the cloud, wherever web 

connection is available. Picking a cloud service provider 
that is totally transparent in its hosting of cloud platforms 
and guarantees optimum security measures are in place 
is crucial when transitioning to the cloud. The Cloud 
Service Provider (CSPs) has promise to ensures the 
data security over stored data of cloud clients by using 
methods like firewalls and virtualization. These 
mechanisms would not give the complete data 
protection because of its vulnerabilities’ over the 
network and CSPs have full command on cloud 
applications, hardware and client’s data [5]. 

 

Fig. 1. Working of Cloud Storage. 

Traditional Security VS Cloud Security 
While demands for on-line storage may be on the 
increase, each traditional and cloud security has their 
pros and cons. Both demand terribly high level of 
observation and there should be redundant systems in 
situ for simple data accessibility. So, Gartner is of the 
opinion that merely using the cloud technologies isn't 
enough as you must be troubled a lot of with however 

you employ cloud services. It's necessary to optimize 
applications for the cloud with the thought of obtaining 
most price from them at minimum prices. Not like the 
chance of a lockdown for a personal network using 
firewalls, there's not a one-size-fits-all tool for cloud 
security. So, cloud security extremely depends on the 
enterprise. 

Table: 1 Traditional Security VS Cloud Security. 

Cloud security Traditional IT security 

Third party Data Canters In-House Data Canters 

Low in readiness Infrastructure investment’s High in readiness costs 

Rapidly scalable Unrushed scalable 

Productive Resource utilization Lower efficiency 

Cost based on data storage usage Higher cost to preserve data 

Offers security as services Responsible for data center security 

You need to include more physical on-site hardware.
This hardware, however, will be costly. 
 

A cloud provider permits you to include the internet as a storage location
that allows efficient scaling. However, you’re additionally dependent on   
the service provider’s security controls. 

       
II. DIFFERENT CLOUD COMPUTING PLATFORM 
FACING SECURITY THREATS 

A. Education Cloud Platform 
Now a day’s remote education extensively used in 
education department, the resource sharing and 
resource integration is huge concern, with the 
widespread use of education cloud, the security issues 
are also growingly important, such as data loss, 
According to the cloud computing platform, education 
cloud platform an inheritance and development. Due to 
the requirements of large-scale education management 
and education and teaching, the educational cloud has 
the characteristics of large-scale, high concurrency and  

 
high reliability. Education Cloud computing security 
management is the development trend of information 
security management [6]. Cloud service providers use 
some basic data security techniques like encryption and 
access control to protect their data from potential data 
breach and data loss. We discovered the existence of 
data leakage, loss and security attacks on education 
cloud platform and require take care of the personal 
privacy issues of various education departments and 
teachers and students and improve teaching quality. 

B. Enterprise Cloud Platform 
E-commerce business or state-owned banks with 
immense data need a significant number of operations 
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and maintenance personnel to help them maintain the 
system and deal with any emergency. However, the 
operations team with the most considerable authority 
can easily access all the confidential information from 
their cloud product. Another security issue the majority 
of citizens ignore here is the use of the public wireless 
internet connection to access their susceptible personal 
information. In India, most of the cities provide the free 
urban wireless networks. Most people do not even care 
if it is safe and secure or not before starting to use them. 
The public Wi-Fi connections allow people to have 
internet access without asking for any authorization. 
This means that all the information gets transmitted 
without any encryption. The clients are likely to access 
the internet and use their phones to access their 
accounts with vulnerable data like banking or online 
payment systems. Hackers can easily utilize these 
careless habits of clients to steal their payment 
authentication keys.  
One more issue with the free network is the bandwidth, 
which is always extremely limited. It is very likely for the 
users to lose connectivity in the middle of their financial 
transactions which could leave their private accounts 
more susceptible to potential attacks. Besides, both 
traditional and start-up financial companies are also 
using Application Programming Interface (API) to 
provide third-party services to their clients. India has 
hundreds of online retailers, and each company 
provides different third-party APIs that are not 
completely safe. It is a very susceptible area to get 
frequent attacks from the hackers. 

C. Mobile phone data  
The development of cloud computing and the popularity 
of smart mobile devices, human beings are gradually 
getting acquainted to a new stage of records sharing 
model in which the data is saved on the cloud and the 
mobile gadgets are used to store/retrieve the data from 
the cloud. Typically, mobile devices only have limited 
storage space and computing power, the cloud has 

enormous amount of resources. In such a scenario, to 
achieve the satisfactory performance, it is essential to 
use the resources provided by the cloud service 
provider (CSP) to store and share the data. 
At the present time, various cloud mobile applications 
have been widely used. In these applications, people 
(data owners) can upload their photos, videos, 
documents and other files to the cloud and share these 
data with other people (data users) they like to allocate 
[7]. CSPs also grant data management functionality for 
information owners. Since private data documents are 
sensitive, records owners are allowed to select whether 
or not to make their statistics files public or can solely be 
shared with unique records users clearly, data privacy of 
the personal sensitive data is a big concern for many 
data owners, from this observed mobile data stored on 
cloud has vulnerability. 

D. Health care data storage 
Personal health data are valuable resources for 
healthcare research and commercial projects such as 
Smartphone, smart watch, smart band and smart 
glasses etc, to realize various health-related 
applications, such as remote diagnosis, disease 
monitoring and mature people. Large quantity of private 
health records are produced by way of these gadgets 
and these statistics are precious sources for healthcare 
lookup and industrial applications. Properly sharing 
personal health data will benefit all related stakeholders 
including the device users, patients, researchers, 
companies and even the whole public healthcare 
system [10]. As personal asset, the health data should 
be owned and controlled by the respective users 
themselves, while in reality they are usually controlled 
by different service providers, device manufactures or 
scattered in different healthcare systems. In general, it 
brings barriers for the data sharing and puts data 
security and privacy at risk as these centralised data 
stores and authority providers are attractive targets for 
cyber-attacks. 

 

Fig. 2. Storage Model. 
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III. CLOUD STRORAGE ISSUES 

With the rising popularity of cloud storage, and its ever-
increasing versatility, it’s no surprise that enterprises 
have jumped on the cloud bandwagon. This powerful 
tool not only meets storage and computing needs, but 
also helps saves business thousands of dollars in IT 
investments. This high demand for storage has nurtured 
the growth of a booming cloud service industry that 
offers affordable, trouble-free and remotely-accessible 
cloud services. 
The following are top risks that must be addressed 
when using cloud storage and file sharing apps for 
business. 

A. Out of control data 
With cloud offerings like Google Drive, Dropbox, and 
Microsoft Azure turning into a regular phase of 
commercial enterprise processes, organizations have to 
deal with more recent safety issues such as loss of 
control over sensitive data. The problem here is that 
when using third-party file sharing services, the data is 
typically taken outside of the company’s IT environment, 
and that means that the data’s privacy settings are 
beyond the control of the enterprise. 

B. Data Outflow 
Today, organizations are placing more data as well as 
infrastructure in the public cloud. Public cloud has made 
it possible for organizations to be much more efficient, 
agile, and to integrate new technologies much more 
quickly. Most of the companies that have held returned 
from adopting the cloud have achieved so in the worry 
of having their data leaked. This feat stems from the fact 
that the cloud is a multi-user environment, wherein all 
the resources are shared. It is also a third-party service, 
which means that data is potentially at risk of being 
viewed or mishandled by the provider. It is solely human 
nature to doubt the competencies of a third-party, which 
seems like an even greater chance when it comes to 
businesses and touchy commercial enterprise data. 
There are also a number of external threats that can 
lead to data leakage, including malicious hacks of cloud 
providers or compromises of cloud user accounts. 

C. Snooping 
Files in the cloud are among the most susceptible to 
being hacked without security measures in place. The 
fact that they are stored and transmitted over the 
internet is also a major risk factor. And even if the cloud 
service provides encryption for files, data can still be 
intercepted on route to its destination. The excellent 
structure of security towards this threat would be to 
make certain that the records is encrypted and 
transmitted over a tightly closed connection, as this will 
stop outsiders from getting access to the cloud’s 
metadata as well. 

D. Cloud credentials 
The fundamental value proposition of the cloud is that it 
presents near-unlimited storage for everyone. This 
means that even an enterprise’s data is usually stored 
along with other customers’ data, leading to potential 
data breaches via third parties. This is mitigated - in 
theory - by the fact that cloud access is restricted based 
on user credentials; however those credentials are also 
stored on the cloud and can vary significantly in security 

strength based on individual users' password habits, 
meaning that even the credentials are subject to 
compromise. While a credential compromise may not 
give attackers access to the data within your files, it 
could allow them to perform other tasks such as making 
copies or deleting them. The only way to overcome this 
security threat is by encrypting your sensitive data and 
securing your own unique credentials, which might 
require you to invest in a secure password management 
service. 

IV. CONCLUSION 

From this study, we can conclude the cloud sector is 
rapidly increasing, today’s world cloud computing is very 
necessary for businesses and organizations for storing 
their large data, as the data is very vast and that has to 
be stored at some place, if we do it by ourselves lot of 
hardware has to be purchased, lots of space have to be 
there on computers, it will take more costs and time to 
manage them. But we cannot compromise with security 
as nobody wants that someone else is using or 
misusing their data. Data storage in cloud is more 
advantageous than traditional storage because of its 
availability, scalability, performance, portability and its 
functional requirements, The data centers and cloud 
service providers given certain security on client data to 
business and organizations even though more security 
required on client data storage in the aspects of 
confidentiality and privacy of data storage. 
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